
Setup Multi-Factor Authentication (MFA)

With YubiKey

Multi-Factor Authentication is a method that requires users to provide two or more verification factors in

order to gain access to an account. This provides extra security for accounts that have rights to sensitive

and/or confidential data. This document walks through MFA Setup for Hart District Active Directory

Network and Google Accounts.

Setting Up Your MFA Authentication Device

You will be able to choose a primary authentication method when you register, which you can

change or update at any time with the help of your site technology support staff. We

recommend using a mobile app on your mobile device. These apps generate a one-time code to

be entered upon login as identity verification.

If you do not want to use a personal device or do not own a smartphone, Technology Services

offers authentication tokens, or YubiKey, that generates verification codes similar to the  Mobile

Apps outlined previously. This small, lightweight key is about the size of a USB thumb drive, and

has an opening so that it can be affixed to a keychain or lanyard. You will need to carry this key

with you at all times to verify your identity for MFA.

● You may elect to have more than one method of Authentication in MFA, meaning you have the

ability to use the Mobile App AND YubiKey as alternate ways of verifying your identity.

● We will walk through enrolling using YubiKey in AD and Google.

Setting Up MFA in Active Directory (AD)

Active Directory (AD) is how you sign into the Network at any of the William S. Hart Union High School

District sites. This is how users sign into their computers as well as access their G: drive and any other

shared network drives.
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● Sign into your AD account as usual

● You will receive a prompt from UserLock to set up Multi-Factor Authentication.

● Select which method of authentication you are using:

○ Authenticator App

○ USB Token
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Enrolling AD in MFA with YubiKey

● Select USB Token from the UserLock MFA Enrollment screen.

● Your computer will scan for the token. If it has not yet been inserted into a USB port on your

device you may see the following message.

● Insert your YubiKey into an available USB port on  your computer and Click Continue.

● Please note that the YubiKey must have the touch point facing upward. You will see a flash of

light when it is inserted correctly.
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● Once the YubiKey is in place and UserLock identifies it, you will see a message confirming that

the device has been detected and you will be able to move forward with next steps.

● Step 1 - Select Slot 1

● Step 2 - Click Link YubiKey

● Step 3 - Place your finger on the gold touch point on the YubiKey.
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● Touching this point will generate a one-time code that fills in the validation field in step 3.

● Touch the YubiKey touch point only long enough to generate the validation code.

● Click the Verify button to complete the enrollment process.

● At this point, you may enroll your Authenticator Mobile App by clicking  the Add Another

Method button or choose to opt out.
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● The next time you login to your desktop you will see an alert prompting you to use MFA to

complete sign-in.

● You may use whichever method you have enrolled your account in.

○ Insert your YubiKey and tap the touch point to generate a code

○ Open your Authenticator App on your mobile device and type in the code provided

● This will be required upon first AD network login to a unique device daily.

Tip:  Using an app on your mobile device will enable you to complete MFA without needing to carry

an additional device for manual authorization.
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Setting Up MFA in Google

William S. Hart Union High School District uses the Google Workspace suite of applications such as

Gmail, Classroom, and Drive . In addition to these widely used applications, Google is used to sign into

multiple other systems with access to sensitive or confidential information.

● When you sign into Google you will be prompted to set up MFA or what Google refers to as

2-Step Verification.

● Click Enroll to Begin.

● If you do not get this prompt, you can click on your profile to Manage Your Google Account
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● You will be prompted to enter your Google password again.

● Then you will be prompted to enter your mobile phone number or select more options.

Enrolling Google in MFA with YubiKey

● Without entering a phone number click on Show more options

● From the options drop down select Security Key

● Click Next
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● You will then be prompted through your desktop to enable your authentication key to be

recognized by your device and send information to Google Chrome on behalf of your account.

● At the Security key setup prompt click OK
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● Google will then remind you to have your security key available but not yet connected.

● Without inserting the YubiKey, click NEXT and follow the prompts.

● Click OK
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● Insert your YubiKey into an available USB port on  your computer and Click Continue.

● Please note that the YubiKey must have the touch point facing upward.
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● You will then be prompted to Touch your security key.
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● Place your finger on the gold touch point on the YubiKey

● Touching this point will generate a one-time code that confirms enrollment with Google.

● Give your Security key a name and click DONE.
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● You will now see the Security Key is successfully installed and you can move onto enabling other

forms of MFA if you want added security.

Tip:  Keep your YubiKey  with you at all times, as it will be needed anytime you sign into your Hart

District Google account from a new device.
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